Low Area Memory-free FPGA
Implementation of the AES Algorithm

Abstract

A new FPGA design for the Advanced Encryption Standard (AES) Is presented. This design Is believed to be the smallest memory free
FPGA implementation of the AES encryption only requiring 184 slices on a Xilinx Spartan 3 (XC3S50) device, and 80 slices on a Spartan
6 (XC6SLX4) device while achieving throughputs of 36.5Mbps and 58.13Mbps respectively. This FPGA design adopts an 8-bit
architecture and exploits the specific fabric in Spartan 3 and Spartan 6 generation FPGAS to optimize the implementation of the shifting
operations.

The AES

The AES is a symmetric block cipher, which uses the same key for both encryption and decryption. It has been broadly used for different
applications, including smart cards, cellular phones, website servers and automated teller machines etc. Similar to other symmetric
ciphers, the AES applies round operations iteratively to the plaintext to generate the ciphertext. There are four transformations in a round
operation: SubBytes, ShiftRow, MixColumn and AddRoundKey. Derived from the cipher key, each round key Is generated by an extra key
expansion function.

Design Details Introduction

A compact AES FPGA encryption core Is proposed
based on an iterative round-looping architecture as
In [7] where the shifting operations are re-designed
to exploit the FPGA fabric in Spartan 3 and
Spartan 6 generations (Look-up-table based shift
registers) to reduce overall area and improve
speed. Since most useful modes (OFB, CTR and
CFB) can all provide data encryption and
decryption using only an encryption-primitive, it
was decided to implement a design that performs
AES encryption only, as this iIs the minimum
e e ——— requirement for three useful modes. To the authors’

VY Wy a knowledge, this design is the smallest memory free
}

Table 1. ShiftRow operation
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FPGA implementation of the AES encryption to
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Results Comparison(with industrial products
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Table 3. Synthesis results comparisons with industry products

MAX
FPGA Throughput

RoundKey } Tiny AES cores | Spartan 3E 30 Mbps
out (last) [6] Spartan 6 29 Mbps

Our work Spartan 3 36.5 Mbps 0
5813Mbps | 80 | 0
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